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1 Kuldeep Singh Kaswan and Others, Cybersecurity Law-Based Insurance Market, O Cit p 308.
2 Hassan Jamil and Others, Human-Centric Cyber Security: Applying Protection Motivation Theory to Analyze Micro Business Owners' Security
Behaviors, Op Cit, p 51.

% Ines Gil Costa, Ameacas Ciberneticas Os Seeus Impactos an Seguranca Humana, Grau de
Mastre em Relacoes Internacionis, Universidade Autonoma de Lisboa, Portuguesa, 2023, pp 84,
85.

4 Dien Van Tran and Others, Eynloring The Influence of Government Social Media on Cybersecurity

Compliance: Employee Attitudes, Motivation and Behaviors, Journal of Asia Business Studies,

Vol 18, No 1, United Kingdom, 2024, p 208.
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Abstract:

The aim of the research is to describe the nature of cybercrime in the
era of information and communications technology and its impact on the
social security of individuals. Cybercrime has become more widespread
and broader in scope, and its causes and motives have multiplied. It is also
witnessing alarming rates, in light of the multiplicity of means used by
perpetrators of these crimes. Social reality indicates that the youth category
Is the most vulnerable to these crimes, as it is the category that uses
information and communications technology the most, which provides a
greater opportunity for them to fall victim to cybercrimes, such as phishing,
blackmail, electronic defamation, email violations, copyright, and other
crimes, which have negative repercussions and effects on the social
security of individuals, and create a kind of lack of trust in the use of
technology and dealing online, which requires effective strategies to
confront it. Cybersecurity is one of the most important of these strategies,
through the motives of individuals to protect their data and electronic
systems, in addition to maintaining the security of the communications and
information environment, and securing technical devices including it
contains systems, programs, data and information that are traded over the
Internet.

Keywords: Cybercrime, Social security, Models, Confrontation strategies.



